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Cyber Crime & Securlty Week o

7 events ~ 45 Speukers | 11- 15 Sep, 2017 | HICC, Harare,

- BEWOSOOG AET

Zimbabwe’s cyber threat landscape has matured over the years due to the usage &
high dependence on ICTs, mobile, cloud, web & desktop applications. The number &
impact of cyber-attacks and crimes is on the increase. Renowned local & international
cyber-crime & security experts are lined up to help Zimbabwean organizations,
individuals & government to resist, detect & respond to cybercrimes and attacks.

List of Events | Exhibition & Sponsorhip Oppotunities!
I

~ SAFE (Security Awareness for Everyone) | Free | Hre CBD | Mon, 11 Sep
~ Offensive Hacking CTF competition finals | Free Event | HICC | 12 Sep

~ Cyber - Security & Crime Executive Breakfast | Paid Event | HICC | 12 Sep
~ Digital EXPO | Free Event, No Registration | HICC | 12 - 15 Sep

~ Cyber - Security & Crime Indaba | Paid Event | HICC | 13 & 14 Sep

~ Child Online Safety Awareness | Free Event for schools | HICC | 15 Sep

~ Cyber Innovations Pitch night finals | Free Event | HICC | 15 Sep

Contacts & More Info Investment & Registration

9 @2017csw N:B - All events, (except to attend EXPO and

+263 773796365 | ( ) SAFE), registration is required.
+263 718796365 ~ Breakfast meeting : $100 ($80 early bird)

+263 733782490 ~ Indaba : $250 ($200 early bird)
admin@csw.co.zw N *Early bird Closes Mid night of 20 August
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Cyber Crime & Security Week 7 events I 1 -lsﬁ |

Offensive Hacking CTF Competition| 12 Sep | HICC, Hurure, Zim

The Hacking CTF will be a Jeopardy Style CTF where every team will have a list of
challenges in different categories like Hacking, vulnerablity identification, Web Security
Digital Forensics, Network Security and others. For every challenge solved, the team &85
will get a certain amount of points depending on the difficulty of the challenge. The

team who will get the highest score at the end of the day will be the winning team.

Key Rules | Get full rules from www.csw.co.zw/hacking-ctf/
.

~The attack parameters will be specific and participants must stay within the

parameter prescribed. Hacking unauthorized systems is a criminal offense , stay

away from the crime! The attack parameters will be specific and participants must

stay within the parameter prescribed. Do not attack/test the event website or any

other websites and/or systems without authorisation. X
~Number of Team members: Minimum one (kikikiki) — Maximum three members, at §i&
least two must be Zimbabweans ]
~Teams can be from one institution , inter-institution or non-affiliated teams

Contacts & More Info Kex Dates & Prizes

. @2017csw ~Register before 28 August, e mo
+263 773796365 () ~Virtual selection task 3 hrs by the 31st August
_ +263 718796365 - ~Qualifying teams will be announced 1 Sep
+263 733782490 ~Get recognition and win. Genourous Cash and [
admin@csw.co.zw N non cash Prizes for the top 2 teams.
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Cyber Crime & Securlty Week

Awareness Campaign lﬁﬁ
#Know how to be safe on social media ""
#Kknow online-privacy settings

. #know how to protect your plastic money B
f,. #Know how to protect you mobile money .-
#Know how to be secure on online-banking \i
5 #know internet threats & crimes dl
: #Know and follow Internet Hygiene ."Il*l"
Contacts & More Info For who & Investment ||
- @2017csw )

+263 718796365 . i For everyone who uses internet
. +263 733782490 For everyone who uses cellphone
admin@csw.co.zw ™

Technical Supported by
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7 events | 11-15, Sep, 2017

Cyber Crime & Securliy Week

Innovations Pitch Night | 15 Sep| HICC, Hre
“Pitch your ICT idea to a panel of investors”

%33’ "%*EI
A QY
-—
Contacts & More Info How to participate | Free Event
W @2017csw ~ Register your project either but emailing
+263 773796365 4 (pitch@csw.co.zw) your busuness model canvas
+263 718796365 + funding needed” maximum 2 pages or fill in the
SN +263 733782490 canvas at www.csw.co.zw/pitch-night/ by 25th
admin@csw.co.zw N August.Those selected for the pitchnight will be
informed by the 31st of August.
Organiser Technical Supported by Media Partners
Partner -
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Cyber Crime & Securlty Week 7 events | 11-15, Sep, 20]

Cyber-Crime & Security Exec Breakfast | 12 Sep | HICC, Hre, Zim

The Executive breakfast meeting aims to equip decicion makers with actionable
intelligence for their organization's cybersecurity and cybercrime strategies, including

a diagnosis of the environment and competitive situation, a guiding policy formulation
methodology, and key areas to look at for their initiatives or action plans for achieving &
he guiding their organizational objectives. Not another talk show, but a strategy event.

Agenda | Get full Agenda from: www.csw.co.zw/exec-breakfast
L\

Objective: Developing an effective cyber security and crime strategy.

The lineup of local and international experts will help you to transform your cyber
security and reduce cybercrime and risk — and ultimately achieve your business
objectives. Drawing on their experience, we look at the followinf 4 items:

~1. Understand the cyber security risk in relation to critical business operations
~2. How to integrate across personnel, technical, assurance and physical security
~3. How to establish protective monitoring to prevent and deter the 'insider' threat
~4. How to develop a cyber risk tolerance ,appetite level and response strategy.
Contacts & More Info For who & Investment

¥ @2017csw ~Board members, CEOs, Accounting Officers
+263 773796365 ( ") ~Directors, Senior Managers and executives
+263 718796365 ~IT,Security, Risk, Compliance & Audit leaders
+263 733782490 # $100 |normal Reg | $80 early reg, closing
admin@csw.co.zw N 20 August | 10% discount for plus 4 delegates.

Organiser Technical Supported by
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events | 11-15, Sep, 2017

Cyber Crime & Securliy Week

Digital Expo | 12-15 Sep| HICC, Hre

T —

Free to Attend for non exhibitors. Exhibitors will gain
critical exposure for your company, interact face-to-face with key prospects,
demonstrate your digital products, services and technology, and connect
with industry decision makers and users in 6 different but related events -
all in one results-oriented environmentthat brings all your markets right to you.

more info : www.csw.co.zw/digital-expo

Contacts & More Info Investment for Exhibitors
W @2017csw ~ Package 1 : 3mX3m Space, table,
+263 773796365 4 $ 440 normal reg | $400 early reg | 30/sgm extra
+263 718796365 ~Package 2: 3mX3m space, Shell Scheme, table,
S8 +263 733782490 chairs, 1power point, 1 x facia name in black text
admin@csw.co.zw N $ 440 normal reg | $400 early reg | 30/sgm extra
~Meals : $ 80 per person for 4 days (Optional)
Organiser Technical Supported by Media Partners
Partner -
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7 events | 11-15, Sep, 2017

Cyber Crime & Security Week

Cyber-Crime & Security Indaba |13 & 14 Sep | HICC, Hurdre, Zim

The Indaba will give indepth technical, policy, strategic and institutional practical
countermeasures against cybercrime and proactive cybersecurity. Less talk but

live demonstration of attacks and how to respond. Indaba will help delegates to under
stand and know-how to look for the weaknesses and vulnerabilities in target systems
and uses the same knowledge and tools as a malicious hacker and criminals.

Agenda | Get full Agenda from: csw.co.zw/indaba/
I

~Impact of cyber crime legistlation, what to prepare for as institutions.
~Demonstration of actionable threat intelligence gathering

~Demonstration of 5 critical system attacks

~Demonstration of how to gather volatile and non-volatile digital evidence
~Incidence response, setting up of incidence response team

~Cyber Insurance, how to engage, what to insure and how to negotiate

~Live demonstration of setting up an internal organisation forensic work-station
~ Risk based cyber crime & security assurance & audit

Contacts & More Info For How & Investment

@2017csw ~IT, Telecoms, Pentest, Policy professionals
+263 773796365 (/) ~Risk, Security, Assuarance Professionals
+263 718796365 ~Forensic, Compliance, Audit Professionals

+263 733782490 # $250 |normal Reg | $200 early reg, closing

admin@csw.co.zw e 20 August | 10% discount for plus 4 delegates.

; Technical Supported by
Organise .
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Child-online Safety Awareness| 15 Sep | 8:30am - 12:00 | .HICC, Hre
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2017 Cybersecurity Week Concept Paper

DATE: 11 to 15 September 2017
THEME: Secure - Detect - Respond

CYBERWEEK AIM: To promote online security and safety by cultivating a cyber security

culture amongst internet stakeholders.

VENUE: HICC, Rainbow Towers, Harare Zimbabwe

CYBERSECURITY WEEK SYNOPSIS:

21 Offensive Hackaton : Virtual Selective Virtual

LG round

12 Sep Offensive Hackaton: Finals HICC Committee room 5
(Free event)

11 Sep SAFE : Security awareness for everyone (CBD awareness event) Free

15 Sep Child Online Safety Awareness event School

(1 000 students)
(Free event)

12 Sep Cyber- security & crime executive HICC Committee room
breakfast (100 delegates)

14 Sep All stakeholder Cybersecurity HICC Main Auditorium
Indaba and official opening (350 delegates)

14 Sep Cyber-sec Innovations Pitch-Nights finals | HICC Committee room 5

12-15 Digital EXPO HICC

Sep

EVENT HOSTED & ORGANISED BY: A multi-stakeholder Organising committee to
be led by Greeyps P/L.

EVENT COORDINATED & MANAGED BY: Greeyps P/L
TECHNICAL PARTNER: Harare Institute of technology
FUNDED BY: Multi-stakeholder sponsorship

BACKGROUND & RATIONALE

Zimbabwe’s cyber threat landscape has matured over the years due to the usage &
high dependence on ICTs, mobile, cloud, web & desktop applications. The number &
impact of cyber-attacks and crimes is on the increase. Renowned local & international



cyber-crime & security experts are lined up to help Zimbabwean organizations,
individuals & government to resist, detect & respond to cybercrimes and attacks. Most
threats are not reported in Zimbabwe because of lack of a clear reporting structure and
mechanism at a national level. The following are some of the threats that Zimbabwean
institutions and individuals have witnessed over the past decade:

e Hacking - numerous organisations” websites were hacked and disabled for hours
or days affecting access to information, delaying or preventing business (e-
commerce) activity and causing general alarm and despondency. A number of
organisations had their business systems disrupted thus interrupting business
and causing financial loss.

e Identity theft/fraud - many individuals had their identity details stolen and
subsequently used to illegally withdraw funds from their bank accounts or to
make fraudulent purchases or transactions.

e Scams - many Zimbabweans have received 419 scam e-mails. These e-mails are
used to con recipients out of their money. Some scams include claims of the
recipient winning a lottery that the recipient never entered or getting jobs and
the right of immigration to various countries in the diaspora. Many individuals
have had their e-mails hijacked. Messages are then sent to those whose names
appear in the address book soliciting for funds.

e Cyber Bullying and trafficking - many individuals have been bullied and
trafficked using online media.

The above examples show that cybercrime is a reality in Zimbabwe. It is most likely
that the majority of cybercrimes go unreported because victims feel embarrassed or fear
exposing themselves to further attack. In particular those attacks involving large scale
theft of data and money are unlikely to be reported unless the victim feels that there are
good prospects of them recovering their lost assets or the criminals getting caught. The
crimes result in:

e Wasted time and reduced productivity - ICT personnel spend a lot of time
correcting the damage caused by cybercriminals. Business and revenue are also
lost because of systems being down for considerable periods of time.

e Costs to individuals and the economy - lost time and productivity results in a
loss of revenue and unnecessary costs to individuals, business entities and the
national economy thus impeding development.

e Damaged reputations - individual, corporate and national reputations are
damaged by cyber criminals. Confidence in the economy is thus reduced
nationally and internationally.

e Disruption of CNII for example banks, power, water, transport, health and
communication systems.

e Financial losses due to fraud against individuals and organisations.

Cybersecurity Week | 2017 | Zimbabwe _



CYBERWEEK seeks to mitigate the effects of cyber-attack through awareness and

training

(Information Adopted from The Draft National Cybersecurity Policy)

CYBERWEEK KEY OBJECTIVES

I.
ii.
1ii.

iv.

To promote online security and safety

Cultivate a cyber security culture amongst internet stakeholders.

Unlock new opportunities for cyber security collaboration and information
sharing

Access and information exchange on innovative technology to increase cyber
security efficiency and sustainability

TARGET OUTPUTS:

Y V. V VYV VY

+10 Innovative Cybersecurity Projects to be displayed and discussed
Capacitation of local cybersecurity professionals and firms

+5 International speakers and expriances to be shared

+20 Exhibitors to showcase their products and innovations.,

350 decision making cybersecurity stakeholders

TARGET OUTCOMES:

1.

Cybersecurity Investment

Mobilize, leverage and allocate capital resources for cybersecurity projects.

2.

Human Resource Development

Cultivate a cyber security culture amongst internet stakeholders.

3.

Policy

Cybersecurty policy recommendations from all stakeholders to be captured and

forwarded to the relevant policy makers.

Cybersecurity Week | 2017 | Zimbabwe _



TARGET STAKEHOLDERS

In Zimbabwe like all other countries of the world, the major cyber security stakeholder
is the Zimbabwean citizen. The other important stakeholders are the Government and
the private business sector and civic society. Cyberweek will target the following key
stakeholder

1. Internet Users

2. Non-governmental organizations

3. Government (Key Stakeholders)

o Office of the President and Cabinet (OPC)

e Minister of State for National Security in the President’s Office

e President’s Department.

e Ministry of Defence.

e Ministry of Home Affairs.

e Ministry of Information Communication Technology, Postal and Courier

Services.
e Ministry of Higher and Tertiary Education, Science and Technology
Development.

e Ministry of Media, Information and Broadcasting Services.

e Ministry of Energy and Power Development.

e Ministry of Health and Child Care.

e Ministry of social warfare

e Ministry of Finance and Economic Development.

e Ministry of Justice, Legal and Parliamentary Affairs.

e Ministry of Transport and Infrastructure Development.

e Ministry of Local Government, Public Works and National Housing.
e Ministry of Environment, Water and Climate.

4. Public and Private Sector Key Stakeholders

e Local and international Private Businesses

e Civil society

e Local and international development agencies
e Primary and secondary Education institutions
e Tertiary Education Institutions.

e Judiciary

e Media

e Legal practioners

e Parastatals and local authorities

Cybersecurity Week | 2017 | Zimbabwe _



Law Enforcement Agencies and Unformed forces.

Bankers association of Zimbabwe

Securities exchange commission

Judiciary services commission

Postal and Telecommunications Regulatory Authority of Zimbabwe (POTRAZ).
Reserve Bank of Zimbabwe (RBZ).

Scientific and Industrial Research and Development Centre (SIRDC).

Zimbabwe Revenue Authority (ZIMRA).

Zimbabwe Electricity Supply Authority (ZESA).

Standards Association of Zimbabwe (SAZ).

Communications Service Providers including TelOne, NetOne, ZimPost and
Private Internet Service/ Access Providers.

Computer Society of Zimbabwe.

Zimbabwe Internet Service Providers Association (ZISPA).

Business associations such as the Zimbabwe National Chamber of Commerce
(ZNCC) and the Confederations of Zimbabwe Industries (CZI).

United Nations Office on Drugs and Crime (UNODC)

International Union (ITU)’s International Multilateral Partnership Against
Cyber-Threats (IMPACT)

Sponsorship/Partnership Packages

Cyber Crime & Security Week Partnership/Sponsorship (Rates T&C apply)

Early Bird Normal registration Early Bird Normal
Pay By 20 fee after 20 August EXHIBITION | PayBy20 | registration
DELEGATE August 2017 August fee after 20
TEAS, LUNCHES, INVESTMENT 2017 August 2017
MATERIALS, 2017 INCLUDES 2
PROJECTS SITE DELEGATES
VISITS PASSES
Cyber security $200.00 $250.00 3m*3m Space Only $400.00 $500.00
Indaba
3m*3m Space + Expo | $750.00 $850.00
Breakfast Meeting $80.00 $100.00 Booth +Table
+Power +Chair
Plus 4 delegates 12% 10%
discount Open ground Space | $300/12m* | $400/12m?
Outside the venue

Cybersecurity Week | 2017 | Zimbabwe _




(Price excludes accommodation which costs $120 per night)

SPONSORSHIP Diamond Platinum Gold Silver Bronze
Maximum Number of sponsors 1 2 4

For the category

Recognition as anchor sponsor ‘/ x

Recognized as the one of the main / /

sponsors in all conference materials

Option to be a panellist in a session v > panels V1 panel
of choice

Afforded opportunity to run a /2 /1
workshop in line with the theme of il 30min

the conference (workshop facilities workshops Workshop

J WA W o e e

N RN ELIEEERELEE
8

NENNRN S ST IR R T RE
8

provided
Private Meeting Room /max 10 /max 6
people people
Presentation Time-slot 30min 15min 6min
Company Promotional Video in v v
foyer, lunch and dinner rooms
Company Logo on stage slideshow / /
Recognition as one of the sponsors | ./ v
Logos on selected materials
Included on Awareness flayers / /
Free Exhibition Booth V' max V mex V' max
18m? 18m? 12m? 12m’
Free delegate v 10 e e v 4
$7 000 $5 500 $3 000 $2 500 $2 000

Other Sponsorship Opportunities Available

Lunch/Dinner/Teas ($3 000.00): Pen sponsorship ($1 500.00)
Notebook sponsorship ($1 500.00): Flash Disk sponsorship ($3 000.00)
Registration Desk Signage ($2 000.00) Delegates Name Tags ($2 000.00)
Hats & T-shirts ($3 000.00) Folders ($3 000.00)

Specialized Track sponsor ($4000.00) Prize Sponsor (from $1000.00)

Awareness flayer sponsor (3000.00)

Cybersecurity Week | 2017 | Zimbabwe _



Contact Details

Sponsorship
Mr. Cade Zvavanjanja

+263 733782490
+263 773796365
cade@csw.co.zw

Contact for Registration
Administrator
+263 773796365
+263 718796365
admin@csw.c.zw

Cybersecurity Week | 2017 | Zimbabwe



CSW Registration Form

EXHIBITOR SPONSOR

CONFERENCE DELEGATES

Registration Level/Package

Invoice Details

Billing
Organisation/Department Address
Name
Contact
VAT Number Tel
Number
Name of person E-mail
responsible for payment address

Special Needs:

Payment Details

Account Name: Greeyps (Pvt) Itd

Account NO: 9140002876484

Bank Name: Stanbic
Branch Name: Parklane

Terms and Conditions:

Greeyps can change the speakers, date , part of the program as it sees fit for a successful event.




